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(54) USER ACCESS CONTROLLER 
(57)Abstract 

PROBLEM TO BE SOLVED: To control access from 
users so that access right may not be given too much 
nor too little to the users in a network environment 
SOLUTION: Access control is performed by using 'user 
roles'. The user roles 200, 202, and 204 determine the 
function of a user and define an operational responsible 
area. The access control by means of the user roles 
includes the user roles and access right 226, 228, and 
230 which determine the action that can be taken 
against an object. When the user role of a user gives the 
user such access right that gives right of taking specific 
action to a specific object, the user can execute the 
action. 
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(57) [Sfr] 

u »fiP±©«flE«**je«-r*. -a— srv£twcj:sr 

T*-fe*JfRS£Stfo a— !f(D^-1fa*!l*«4*3eo*^ 

tc#^-r4T^"bXttlR*i--!f«:^iLn*nK, 
If tt^CDT 3 >£Htrr£ C 4#T £ 




1 

[#f*|jf#©$Sffl] 

[IS3R3H1 1 3>tf*-* • rCc*tf 

if ©7 * -fe ^ £$fl® f £^sr* o r % 

4. 

FCCH»^tt6n/c7*Hz:Mtffi^* h«r**. 

— »f cc j: o trn?f $ ft £±sb:3 > t* ^ - * • 

[AH©RllttK91] 
[0 00 1 ] 

y7^«a©#»ccRi-r* *>©-?, »k; a.— *f&««© 

[0002] 

[S£fc©&ffi] hy-^WSWctoWSMca.-lf 
r£c4an?£*)©^££mM^£fc#ccB, jx- 

VifiUX? A±*CfT 5 C 4 #r * £ C 4 *fflW~? Z> C 4 

#r*sc4#fiBr*a. waSA-tfMlttfti'^ 

-2) C 4 # r # £ «fc 5 CC -T £ C 4 CC <t -y X C © <fc 5 

B«*a«c*r4fc«>, a-tf36««ar*c43&sr*4* 
[0003] fie^fTioiifatcfe^a^— tf • 7*-fe* 
<M*fcB««*j*o— »©*:/^* z v i&sfcrsft 

fcfltfB Sirens. #fjt»»K::fat>TB. 

«*©t^x*<fc fiogwo/c*§3> 

h J/clJa- tf* 1 o©&£Lfc:£#4 UTfi 

«£ tfftff ««ecin$Mfrr * c 4 cc j: otfii^t 

*a£o a-if ■ r^-fe^*oai©SJ!Rcc*j^rtt. 10© 
F-*-f>B. ©sa#y^-«c£*s*i4»iH. A 

#tti4fc«^P-b^©<fc^&^^*^ h<Dtev h 

tern-? ici^io yiU-^«:*jW«xuy>b*J 



2) #32 00 0-2 07 36 3 

2 

-rf -f >B y ^- -^f fc S » ti tf tt 6 tt l » • ft tf *i 
ft-S 1 o©:z-tf • Fjt<f>B. :x~1f#{5JCC7* 

xtLMmtcn&o&z-- ^©^-ifrfto. 

f- F^-r>Brai;r^-fe^*ccfie5— ffl©*&f*3:&7 

r-Oi>-cftS. F> -f > Aj^HDJEft* fctt F 

fcB«»© F >^ C 4 fc"C»*. 

io [0004] ftSWSci— tf - 7*^xWfflSHSJ®Bte 
*«r>TB*. lo*teBtHKO*^*^F • F^'^K 
HX^6tl6 loifcB«»©3.-1f • -F-rf-f >#ft 
£ e a«— !f ■ Ky-<>^^*^h • F-rf-f >CCHb 

Kia-^w^ttsn*. a»WT^-fex«BjB, a— tf • 

F-*-f>> *:/*xx*F- F-rf-f> % *y^x^>- F 

y-f>©awt-fe3r hsjgje-r*, s*«f5^-if^ 

flrj©:z— !f • F^>©*ccft9. g*©^^^^h 
3WHW©*^*^F • F^-f>©*«cft0, flkf^g* 5 
20 Xzfisx. Y • Fy-r>©SSf¥-fe^ F©*«:*fttf, T 

^ Baffin i ^ r n <Dsm<DT * a x w& cc *> * r b ^ 

[000 5] fljittf, r ^-feXttfli]{Payron , Payroll. 
Files, {read, write}}B, Payroll C*&*43tt^) tf • 
F> -f > CC4cJtt tf ©T^r ^payrol l_Fi 1 esC^S 
^tt^r -f JV)&C>5*^*^ F • F>^>©^"^ 
FCCreadA*rite^»»*)TSC43&«-C**C4* 
fg^-T^o Rftia- !f^Pa/rollF^-f>©ffifflrtO 
30 »tt*tf^-fey F©»ff*!e*4r*i«. tWOT*-fe 

Payroll^-— tf • F^ >f>^ pay roll_Staff (jft&XtLX 
*5r7)a-lf • F^^>4d<fcD f Payroll_Mpr(J&^5:tt 
tf - F-rf-fXF-rf-f > • >>^B*©fft© 
IF J A >TfeJ:CO J S:^^. Payroll3taff*spayroll_Fi 
les©H*ffi0/c»«:*S*i. — PayrollJAjr^R* 
»#*«FStl^:4-rtltf, Payroll_5taff{Payroll_Staf 
f , Pay rol l_lFi 1 es , read}4 1^1 o©T 9 -b X^ffJ^ 
^KSn^4ftCC % ^IJ© Payroll_Mqr{Payrol l_Mqr , Pay rol 
40 l_File,{read,wr1te}}4C^^fJ^fffiS^n^"Cft5 

9. 

[0 006 ] 

[^?a^«^UJ:5 4f SSH] a-if • T^-b^iHW 
©IHWJ^e^l/eclHtoS 1-?©P8HB. MORAS 
iftfctt^S fcBift/J>W^S*i*c4r*S. ^ttSS©®^ 
«-^*$J:CFaMM^#B*^** F^Si5J:<^-fe*^ y 
T-^»©g«^63e^^>- ttHR©3ft*^B^^f- 
^ yf- ^^JgCC^LrifeiiCC-r^c WAtf, Ob 
iectDomai nl# { read , wri te , create} 4 1 > 5 T ^ "fe X ^r!5 
50 oiSSSn, T^^X^fliJ^Ob.iectDQraainl{UserOoma 



(3) 

3 

inl, CbjectDomainl, read}&C#tT6 readT ^"fe^^Use 
rDomainlCt* 0b.iectDomainl{UserDomain2 , OtrjectDomai 
nl, {readwritel^W^^readAvriteT^-feX^UserDo 
main24C % 0b.iecti)cxnainl{Userf)omain3 t ObiectDomainl, 
{read 1 wnte,create}34C2tfT£> read/write/createT 9 

^^^(OBW^6UserOotnainl<Dy >^T*9, ^ 

^6UserDomain3(D^>^<"Ca>^il5S , i"S. Userlii, 
->^T*AtC1f >f >^->T^>B#, UserDomainl, UserDomai 
nZfccfc^UserODmainSCD^^^^ilS^Stl^o 
A. Usera<Dfi^(p^»^«»CC*»f^irc*0. Userf) 
omainlCDT^^Xti^^i-r^/c:^"C*^CDtC, -£<D 
a-tf- F^ «Y> - y>/<*Dfcft. -eflOi— tftt* *€* 
Ott*Ofca6«Ci2*i 3n*a±Ot8IKr**UserOonia 
1n2*5ctC;UserDomain3(DT (,> 5 i&SUJtf 

[0 007] «»©il/Jvf*#ti. ii*fc«B«B*TS 20 
C^JS^tc1tKC[>fi/h#^*s^'rio Will usen 

tt. j^ttW»Jloa«*3l*«Wri»*<D"C. Object 
Domainl^CDr £ ^*<D/c# UserDomai nlfcfj 0 ^T6tl 

fc L t Usert*— ^Ccaffl«aW98«*5 
JaSo 

[0 008] KfiWf^M&^-lf • r *-fe*BJfiPK:BB*> 

tB*SOII"r4C43Ws2*-C*5i*&bfc. 08* Do 
mainlMSff "fe ? F {Read,Write,Create}tC<fc ot^iS 
tV ^7 7 r*— A#fBI#y {UserCroupl* Domai 
rCL read}^:S^L/({BUUserCroupl<7)y >^#read7 £ 
tXS^^O), ApplicarionlT^&tlLT^Stf y S/— 
{UserGroupl, Domainl, { read, write} I^tSlUT S, Use 
rGroupl<E» >^7^'J a >tC^-/ >:t>T£ 

BfDomai nl^CD read/wri teT £r -fe * ft € <t T 

So 

[0 0091 ^1 (DfflMte* UserGroupliCJI U Domain 50 
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4 

Sf*«^--1f«DomainlCD*^x^ F ^.(D readT * -fe 
2 h^Oread/writeT ^-feXlf?:}$03&i6t?*So JE 

cd r :/ y 3 > # f ^ -f > * M * r * * * f * 

*Wr*tt*«cmil*«9iL4. Application!^ 

7 F#— A{UserGroupl, Domainl, {Read}}4|^D 
tl^yiz-^STSitntl Application!©:*- 
If^^^^tCDomainlCD^^^x ^ F ^(DwriteT ^«feX 
1f£&0^£r&ifrl><Z)K:, Applicatrion2KHOT3fe£ 
U X flffiE $ ft £ ^3 3J< y - <D ft: »tc Domai nl© * 
* 2 h^CDwriteT^-feXtil ; S:^^4t i ^*fe + ^ 'Jf-f 

[ooio]sto-c v tf • T^-fe^sdsi^^waL 

-if©^SCD^3^(c^51iK*^l/, T7Vtr-zs 
[0011] 

3 > f^. - ^ wtfrWL *) ^msztim#tcm& o x 

lo^/c«S^O^-1fSf(I«:fP^rS^n^A • a 
-F«r<f*. ±!2loS/c««S:0^— tf©tS<D£*# 

So 

[0012] *^Bj« t a— tf • T^-fe^WffllCcSrt-S 

— mmkx ti^m^mr s tab*-*? mi 1 

-if^or ^-fe^fti^S^^r l o<d*^^ ^ F^ 
y>^r*s l o^/c«SS(DJL-if!S:S(IK:5§orsa 

i DccioraKflsns.. "3.-if"{i, 

^TSCi^r^So a— !fa*tt. *©a— f&m<o 
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5 

if&fSte:. £<DT£ 2^3 1fSSl^WU"CC^5^ 
>f>T£<fc, a— *f«, jx-1fl^£^*£^<2<fc5& 

fi^ci^rt, fie^r, t2iESftfcT^>3>tcHG 

[0013] ^-Ifaij&C^^-lf - 7^t^$lWD 
ft, h • T^-feXCcS^riK^WttWIB^iS 20 

a— ffttWI*. fiS3ftfc^cctet**:*-1f© 
KO^i L toff ROftStf If^x. 6 ft 2> oJSBtt 

[0014] ^zmom 1 cDBMKfc^T. * 
b & ct # f * a ><DWt&&&&. u ft ^m^<o 3.- If ©fD 

&fl3£ft£o *^?9om2cDfflIM0c*5Cir. 3— !fS:9J 

f*j;# F>^>^£ti:EteW«^tt6ft*. ±ib^ 

;i/ * »j > S'fc <fc tfiliR 3 ft /cT * ^> 3 ><D»tB$t ^ -fe so 
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(DURL^ fctt^ ~ * -5g^Mx.^S S ftT > -fe X 
<fcoTS83ft£p 

[0015] 3§**C*jW*J:5SCT^-fe^***^* 

*S#J»fU^^*> h#iltra$ft£*§£^ 
^Bir/cft^OKS*«*tt^ft«tt6&C*J: 
^<t^^)m/c^&C^fttffj:^^C^cC5S^^S^ 

[0016] 3-ifa»r^H2^W»tt. SS&o^iW* 
*««U ««C0««l3fcJ:V*-^-^^ F**/ME 

\mi>\<**7*J*2b (omm^ 0-0 f^^ ><om& 

T^-fe^«I^Mir-r5^«&^p HOC, 3 - If SSI T 
i^6ft/cT^^^^*3--1fCC##S/c«55er5C 

5«:fe0Cc, h«7-^«fPH"3-if!9:«J*3.-if 

[0017] 

-if • T^-fe^^^^ss-r^^ffi^^^g-c^^o 
*ccHLr3-^«*«*-r*i»'--^©^*rft*»t* 

St5 B 3-if«. 3-lf^iE<D/c^^&fflSft53^ 



(5) 
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[0.0 1 8 ] ZL-'V'&mTZ'teXfflfiHX* (02K:^i* 
ft X I J* <fc 5 ) 1 o S ft: « CD :n > f » - £ gSSK oJ 

S^(D^-1f©H2 0 0, 2 0 2, 2 0 4^ffiti^ 
D^A - 3- F#LbtBl o*fcWa»<D3>tra — * 
^pISIlBtSSSft2 3 2±«:??St5o 1 -iZtcteim. 
(D^-ifSf92 0 0, 2 0 2, 2 0 4CD-&*«:, :x— If _ 
•-fe? hfcRiaT£7**;**fe* F226, 2 2 8, 
2 3 0***. 7^t^i22 6, 2 2 8, 2 3 

a—If • -fe ? KD*<D^L-1f&C<fco"Cr3>b # jL- 10 
£ • F • -te * hCC55LT^f Sft<57^3 

>2 06, 20 8, 2 1 0, 2 1 2, 2 1 4, 2 1 6, 
2 1 8, 2 2 0, 2 2 2£iai£-r*o 

[o o i 9 ] zL-vw^rz^xumz. s/c, a -if 

^^ 3 >*||ffT^*S**^-1f*6SWK0. --€-9 

^<DJl"^$>2> 1 o£?ctt«$fc<2:x-lf®l!l2 0 0 , 
2 0 2, 2 0 4*KDW-r^^^^**tfo C<D*§£\ 20 
loJfcBWtOa- tfSS!J2 0 0, 2 0 2, 2 0 4O 
a-if y 5/ a >KB8 UTftS lo* 
^9^7^^12 2 6, 2 2 8, 2 3 049^ 
L/, ^<Dlo^/c«a&CDT^-b^«l2 2 6, 2 2 8, 
2 3 tf, y > a ><DPi3^K:x-lf #*trT <*> C 

1 3&s t * ^ 1 ^ J fc«M©7 ^ a > 2 0 6 , 2 0 
8, 210, 212, 2 14, 216, 218, 22 
0, 2 2 2^«o WC, ^Ka-1f# 
*:CDJ>^~e$>2> lo*ycfci^O^-1fSfa2 0 0 , 

2 0 2, 2 0 4#g3£Sft/c7^3>£l^T£7^ 30 
-fe*}f2 2 6, 2 2 8, 2 3 0 **tf**5*>**0Wf"*"* 
CiWo r ^Iga-lf S ft/cT * 3 > £*fr 

■r 5«hb*#*. enr i> s **d»r-r * ^ ^ * _ :/* 

[0 02 0] HI a— If • T^-fe^WtBOF-^-f > 

■ 06, 1 0 8, llOfcfcTrSa 

-1fCDT^"fe^fil«, T^->3> * "fe ? h 1 0 0, 10 
2, 10 4 0 1 o^s /c«a^7 'J > ^i: otftS^ 

f * F^>&t#T£^£2ftfcry 

tf3&s»osre>hn»s»*&K:. a— tftt* 

*>ft*. 

[002 i ] H2it *«w©^-if!a«(ir^H2x«iiai 

>206, 208, 210, 212, 214, 216, 

2 1 8, 2 2 0. 2 2 2K2«-£ loi/cttMOT^ 50 
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^226, 22 8, 2 3 0 £**M o£/cfc*«&<£> 
a-1fS:iJ2 0 0, 2 0 2, 2 0 4<D^>^-C#>fttf/ 
*<Da-lf<0«FS©B*«CtBR*s^Sfta. fc/cU 
£<£ifr£\ 4>&< £4> lo<Z)7^-bXS^jn/c7 

^>3>£*tf 0 m^x-si, f*$n/c7^^>3> 

tCJL— »f3WB8a-^W6tirCin«, *(D7^>3>ttfiP 
[Q0221 S 1 <D$f£ UC^Ife^jS 

m&v ^T'zm&tcto^xm&ztiz* ur 

L &1fcM<DT 2 is 3 > tC*f"T £ a— if <E>T ^ -fc: 
3><D^§r*S6$ft, URLttlw- tf«:7^> 

[002 3] -&mn<o i oowMtctec^r , ?sa6^*- 
ifia:S!iccKL'r^g3n4T^->3>cc>i*urGU i * 

• > F^O*7nCCjgfflSti4. a— *f«, * 

tcis^en-So saoffldBtc^-a*, a-- tf&ssr^-fe 
^ % r^v3>ccKi-r5URL3^^— if<D-fe-7^3>o 
«, ^©^-ifti^©r^^3>*iitf-r4«K^^ 

[0 02 4] g^g - P y ^ >fe cfc^-fe 7 Is 3 >ftJS8S: 
^ • -fey ^3>0Dfc#©S-L<aGU I <DJr^^c)-7>^ 

• >F^3Cp6as*/cttra^&»sn^r^y^ 

•fe 3 >(Dtt»<0— ^-ifO I D C^-1f «)*5 

<fccx3.— tf &mi7<D : 3&z:ffro $><D*%m& z> a.— if a 

«g 6c J: o r ^pj ^ n * u r l g s r ^ -fe ^ r ^ c t 
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t<0 URL fimrriZ tiZfrt**^ 9b£fr 6 i'<D<fc 9 *c« 

[0 0 2 5 ] H3CCbl>T. ^-Iftt. ^>^^^B3T 

"http : //hostname/OvCqi/ovlaunch . exe" 
(DJ:Stt^>* + tC|irrSURL#*§«lSftS. CCDU 

-^T*Ci*r»-*UR-L?l*«-WAtl-*C.i*'C - 
#4CURL^ov1aunch5C}g5E3tlttC**&&, 

era- tftt^>* + *SLT*fc»9*:/ • :/591f 

*«oruRL«ri@«&Tsc&#r*s% ^>^*ct 
rtf $sccr * -fe *-r £ fc#> teffiffl s n £ * 9 -y t > / 

■jjwc . Y^^ZMLXV *7 • 0 2^^ 

/%-f 7 h ■ h ^>*? t • :/n h :3jl/cr&fc> 
5HTTP)£P?«ft*. £*:/-1f-'<H:. HTML 

1f&C{STCG I Cf&fr^ Common Gateway Interf 30 
aceD^P^^ACDovlaunch^lBSbT^C^^^^S 0 
8) 0 iSS^^^t/- 1f-^tcSI»5RStlSC^^^^3 
3 8). 

[0 0 2 6 ] - . ovlo 

gin3 1 2*m&VQX^v73 1 0), CO^'JIfK: 

tftCcfc^rA^^n/ca-ifS^ct^^ F*« 

^-fe-i^ilSft, ovloqin^^ -7^— ^3> 
#-^-£®tf^L'T. ovsessioraigr£ffll>T^?^3>£t& 
IEr£/c&^©Hz? V3>S^£^T£o 
W&ZtlXmitUZ. ovloqin«3frLC^^>3> ; £:S 
tti. ^frCDer-JXCtfc^T. cvloqin«, ^7^3 
>WIS0CKUrit-^^OSf(I^^cTo\^essionmqr3 1 
6^S^T-5(X-r^^3 1 4)C£*MJ>*> 0 ovsessio 
rmgr^8!^£Ja£<5:, ovloginli, ^ v ^— ■ -fe ^ 5> 3 
>#-^£gf 7*^^*3 1 8)C£&C<fcoTR??<D'fe? 50 
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£iifiSI P 7 F l/^ i«(ca-1f«*J:^^ 7 - F* 

ovsessionmqrCCSTCX7 : *^7"3 1 8 )C i CC iotfl 

[0 027] F3W««rCtt^i 
mtf, ON^essionmqrtJCCD^fR^ovloqinCC^^UCX 
f -^328), ovloqinti^n^r^xy • tJw?fc:j££ 
(^77'3 4 0). loqin^-^i, • ^ «5tf 

CCcfcoTS^K6*i^C^^^^3 0 4)X7-»J: 

ovsessionrnqrte, a-1f;&WCa ^*>$r#-C 
hZZt^mm-tZJ ^H2-2x«:ovlogin«C-SIOiI"rc^ 
f-;7'3 2 8). ^(C, ovloginte, -tOX* ar-fe— i^*^ 

• J 9—^W-&&'rv-?Z 4 0)^^ • -fyW 
tciS01t(Xf'7 7 , 3 0 4) o JL-tf«fcJ:a c ^^ , 7- 
F#W#rC, frl/t»-fe^S/a>*W*Stl'Clf>tltf. ov 
sessionmqrti, D^>f >^fiE*b/cCi?:^1'5^ 
■fe-^*ov1oqin^cSID C^^^^*3 2 8), ^GCovlogin 

[0 02 8] py-<>^^S;^jO"Ct^^ ovsessionmqr 

If 7>(^3 2 0 ^Stfe OvsessionrnqKiJ^TO^ 
KtcBa-rSffl^r§^SX^C^^^^3 2 1): 

• UserLogin: zL-^WMCD^MtCfrfrio v is* 

HB«ofrt?*5o 

• LoqinLoqging : &tyte£&93k\stcU >f J 
^T^c ffi«on/offC*0, -r^^-Jl/ hfii«ofrc* 

• AccessLogqinq : T ?-teX&J8$)lstcUR L*fB®T 

S Q {B«on/ofrrab0. f^^ji/hffiteoffr**,, 

[0 02 9] cn6CDffi<Dl^n^S^*fe^^3> 
frt>^fr~>1ctiih\%. ovsessionmgrti-ecDf^SP^SSffl* 
HSf-r^o UserLogin^ofrC4>n«, ^nW±CDiSiE^ 
£^<b-r€>C<b^:< •fe^->3>M^S^^>. UserLogi 
n^on-C*n«, ovsessionmgKi. fif^<t-?taS 
$ tl htpasswd^' P^^A3 2 4 CC<fc oTlE^Sn/cCX 
r-^^3 2 3)Bg^b$n/c^-1f • ^7-F©U# 

- F • 7 7 -Y^fci, , 'banana:FXDFRAxiRkuFA"<5:l^^^ 
*J#o. CO^lCDffl«^-1f«r*0^2<Dffl«^ 

[003 0] a— if • F • >f 

$n/c(^7"^ ^"3 2 5)^7- F*5. i-1f^A*0 
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3 2 *V WTO-fe 7 ts a >tf fg^ovsessionmqr 

• a-lfrg 

iWiWxoRilT^ciccjiorj^o-fe^ • 

• a-lfflHM : ovsessionmqrf*. ^^.-if^i'O^- 

corns . fta-lfBlo*fc»«*©3.-if!aM«:j||U 

my-users : pumpkin peanuts almonds walnuts 

iC*9«**t#o. co^fci^t, *«n©ffi«^- 

ifa«r*9, «aotttt, *s>3L-if • ifjb-zficm 

JL-lf ZL-ifSfa^ovsessionmqrCC 
SWiETC*^*^ 2 7). a— ^(O 

jL-if sskw cckt 57^-fe^ sot 20 

aHIP7FU^:Chlt -b 7 is a >#-5fKlS^>T 
[0 0 3 1 ] -fey 5/a>CCJULrt>*C*"ttto 

^^^3>^XM^i5Eirt'c^*&$n/c)^ - 

-T5o • T^U-ir-f 3avaT 30 

hfcit/CG I ^aWAt*S. ) c©t**B 

>7*-^Cf&b*AP I )^L/t-)x^^^>3 
>CcilLrt^^0[)J:^^T^ , ;^--V3>feT^-fe^ 

T5fc^OJava^7^<D-y">^';l/SS'CS)0 . H5«. 
te?Ua>W&lCT2'kX'r2>tc&<DCW&AP I ©If 

[0 03 2 ] EKCCfelvC. -fe^VaV^KnJSHJEStl 
(4 0 0). 3Ktt^F-fef>3>W:RITa-fey>3> I Difi 
^>^ + ^6K»S*i4C4 0 6% ^7^3 

tf). 3avaT:/U7 h te<D»#JttJt*#BK 
6ft5(4 0 2). . — I*7V3>WSi4i', p^W> 
j&^£W^f6£3ftTC>*ltf(4 0 4), JawaT^l/trH* 
i-lfOPy-f >«4BZ»"rSCi*r**(4 0 8), 
JavaT:/U7 htt. P ^ >ifi&m^*W: SftT 
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UJ-rci^*C*4C4 1 0) o CCDJavaT^U^htt, £ 

2). coaaEtt. gu i %aoraBr#**>oj:o 

[0 03 3] H5'ecbl>T. CGI7'0^7^ 

sa^teSE-rscso O). a— tf3&s*?gn^*>L?r^ 

Pftti'U oW> • ^-5/*:*— iffcJBftTS. a-1f 

aiStl^. H4<0DavaT^U^ hiigatC, -fe^>3> 
36CffS»rttW*itf. COCGI ^By7A*&B5*, 

-fe7^a> I D#Btf§Sft£(5 0 
4). ay-f>*5ffiffipJffir*ntt(4 0 6X CGIB 
a— «f£«K0ffirc5 0 8% CGI^Dmi*. £ 
/c, :x-1f©®f(!£HK9tfJl/(5 1 OX zL-1f1>mM<D 
urc^jMftaE-r 4(5 12). COCG I B. 

14). 

[ o o 3 4 ] m 3 feffefMEtrtitx. * - 

^•^^LoqinLoqqin^^pIlfitSnrC^ntf. P^- 
^ y ^#p^-f > .ny«77-f^3 3 2&C#£ii 
£ft£(3 3 0) o SfUCHz*2/H>*fWT£B*, ovse 
ssionmqrB, 7>^A^Stl/ct ?^a>#-5f*ov 
loqinCCi!b(3 2 8 ), a-lWP 94 > U/c£ 1>5H 
rooaH**yt"J"^7 , >-5f • 5 7 OvWebSesslonfcfE 
JflWi. a-'lf#^*->1f*6IH*W. #JS 

7 *r ft 0 -fe 7 a >tt*7T4. — Sovsess 
ionrnqr^-fe 7 ^ a ><D&(DWM<Dtc&> Zfy^^f • 2y*r 
-OvWebSessionCC-fe v isn >& J %$:Mi£.'i'2> £ QC<D9 
7 * - WSSfrfe 7 V 3 > * t^ST ^ £>ovl oqintC <fc-7 
TffflSn^), a— tf», URL*»W*C"iK:j: 

[0 035] 7>ft - ^^>K^6URL^liR1- 
4^p, a— !f©P^^>ift«cai669Cc^?f Sti^cfc^ 
(c^>t c + k:URL?[S^x.4^ 
^•51f3&>6URL*i^ettT5CiCCj:-3'C, UR 

micmmztiZo c<oms. a— tf(D!a«cc<torK?i 

?n^URL«:*fUTGU I 47-<;^y>mci 

«c«tora-iff8^r^-fe^*0ffl3WllieS*i4. a*© 

2 ooittict W 4 T * -fe^iRB URL ^f»«cS« 

[0 03 6 ] ^>^j>^7JfflS^fej:^GU I VjJk^l 
>9 

(U94> - 7'& ^ + (Dg)ovlaunchC G I ^P^ 
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A^HtrTSf^*^ Fttfttt^>?* " *«f>F"9* 

URL3l»*fci2*i-r*Citt< CG I ^a^SAov 
1aunch*B*r4C&*«f. ) + • ^-f>F^ 

if &S«flW5 «c <t o r a - if ccft g s ti s iftffi 4 S^T ^ 

[0 03 7] ^>^* - »>-f>FStt, tfSSMCS 

URLi^L^oafiBttiett-riJavaT^U^ FT& 
So • >F£tt, *CDrt^7>?tfi» 

tf. s*f-=rytt^si>r^3>«:«to-cS^StiS 0 
af-rfypy* M*. wttt* ?->k 

x* F • fcfa- fiS^i^^^^o S^T* 

=fyo>«Hrt«c. Haufcftff©BiBac>y- • y 
* F)*^##aE-r£o cti6©^y- • y*F©i*ns 

*&/&*"*#, :x— 5f*^S5tO ^^-b * h*«JRT5C 

[o o 3 8 ] :x-im, n>7"^ • s-vzm^tcKim 
D/cot^^^^XA^i>t7»; - • yxh* 
SKSt***. • f* na^y ^Ttii*^ 

-F3&sje#s. *^-F*iH^y ? i't ntf, URL 

*Hff "T 4 tOt^S K37 ^ 3 5 n 

ccy * F3is#&#ntfx tf-^y^-iffcs^s 
n&t,> 0 ^>*f • ^>Ti- • x> f y#^-c**i«, 

[0 0 3 9] ^>^ + • ^ a > F^CCl^^n^T^t/ 
a>«, •fe^V3>tcM-r4r£tt^--tf©tO«:^T 

S^Stittt^ >OUt:tett£Wfflfc 
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*a*y* ns^> f y**&*^±«c»ssft5c4 
• yx f - y^ityx f y **t?„ yx 

T^rJ>, S«HW^^*>J:Df«tt*dto. 2oCD 

lo pJfiE^«ISB«, T^>3>t£tEfcJ:tfy;* F^r*> 

>• ^n^^*jgu^^®y^F^a*^*r 0 y*F 

m&tt. Pi@65^y-cDS«*"5Iffi«:TS/cfe, y*F 

r. 

F^> F**tf 0 -T^->3>*e«lTSURL**tf 
URL^r- F^> Fo - C<DT fis a>tCtt~r&T ? 
•feX**»03.r-1f-*a«ll©y^ FT^ST^-fe^ - * 
20 7^-F^>Fp T^-feX - *^-F^>F#^0&# 

T^row^^^-tf^T^->3>K:T^-fe^*r 

SC<h^-c#So *-1fmtT#teXfflffl<D&&MC<D 
^r—F^>F-CS^$nSo -URL#*C5CO-F 
StlS^ > F^O^*}gSTSWebWindowXr*- F 

^> Fo 

[0 04 0] 13 6 > ^ *r SiS^ 7 r )\z<D^r > 

"c*^, cntt 7^y^-^3>tfaeoo, yxF 
3iax> f y*5<tD f 2ocD?£ttwr-<3>*^g-rs^ 

^•^D?^6 02 4 T^^>3> • >^ci^^*JgU^T 
30 y* F • x>F y**Oy^ F • 7Viv?6 0 4, feJ: 
tf\ ^&^^-ecDT^^3>CCS§0reSfl^tlS^^UR 
L iJ<t &*:<DT 2 is 3 >*Htf *T SftEB*^ 1 * 6 tlS 
-1fS:f!l**tf 2o(DT^t^3> • ^07^60 6(a) 
fecfc^S 0 6 0 (b)**tP B 

[0041] 7>*+mm&j£<Dr$icGu i 7^;i/^y 
tfta:f!iT^"fexS(i®^ia7tc*?tirciSo i-ftt.- 

• -frw<3 0 2^**illSC3 04)^*^ • ^ 
3 0 0*^SL"CovlaunchURL*^S6*TSo 9 
40 • If— ^3 0 2 liov1aunchreq7 0 2*®Sbbt:c7 

0 0), 5>^^S^^t -Y^7 0 6*>&a«W«*K 
0UiT(7 0 4)o Ovlaunchreq^J. ^CtC. ovsessionmqr 
3 1 6tCKaOTie1tSnriiSff#g^6 7 0 8(042^ 
is 3 >ft«crttfe%^-tf*J:OPi-if|K«)*Ki3 a 
T(7 0 8)o Ovlaunchreqji, tg&Mtft"? 4 7 y *0f 

^-ifasi«:s-^cir*n*7 ^;i/$y>^rs. -eo 
eaar^^3>^5Bbr^-if^i^j$n-ccin«, x 

>f'J(t - lf-^^3 0 2, ^^1f 3 

so 0 O&J:^:^* F-57 1 4tc-e*a-enii$ 
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n*(7 lo, 3 04, 7 i 2) 0 u<^©7y— y 
f cc *j c > r &m^J fig t a o x i r <d u r l » 

[0 04 2] T g a >SCga LfeJ: c^fP$T g -fe X 

* -fe ^«aEK <fc o x r * -fe x$fjai *$mr z> e £ #r * 

lr>«. ot^n^J:^ &Covlaunch£{£ 

[0 04 3] ^-if^r^vs^^es&T^ci^r* 

5 1 ^(D^aii, URLfc^CDRiaUc7^V3> 

iUT^^n/cT^^a XDURLSrffifflT&ovlaun 
chCG I ^n^^A^iagJj^n-So ovlaunchCG I r/XX 
V^MZ. CfS^x^-i27^a>API?:ffflL/ 

ionmqrya^^ A<LStfSt*^>o ovlaunchCG I 7*0^7 
Att, £/c, AP I Pf^Uil/^^LT. -&<Z>fe^>3 

[0 044] zL~lf&T?i'B>*&$bir2 > %Wl^<D 

• ^^^If^fiMOTURL^I^'rovla . 
unchfcl^T £ URL Z^M? Z> h<0X $> Z> tfhttp : 
//OvCgi/ovlaunch.exe?URL=http://som^path)o 
T\ Ovlaunchte, UR LK<fc ^Tjg^Sft/cJ^JcT 

m&'ZOm JIU R L C <t&C<fco~C(ovl aunch 

CG I Zfu?? &<Dft&te0fc)T?i<'B'> : £&&)T2> 

cim^o cmt MRSftfc«fiEtt«cT*-fe*-r 

SSSftfc"?^ F ytcHTML F*^> 50 
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*)>n£o *C"C, ovlaunchCG I 7*0^ A&t*fT£U 
RL?ltiU«n6 F*^> F£g3KT 
ot©^cne>HTML F*^^>F^<DT^-feX^pI 
fg<L&£o ovlaunchCG I ^D^7 A tt, HTML F* 

*s>bicm?z>"&mh ?n/c"f^ f y^tfcsu 
To "ffia^n/c"^^ f y cc*?^shtml f*^. 

(^JS^SSCCfcWSCG I ya^Afe^^avaT^* 

^7^^^^f^Ci^-5 6 -fe*^a>#?£fiE 

*5<fcO\ S^ntl^7^2/3>^lfiB$ 
zl - if Cc H T £ - if SSfl CD 4j cc * £ C <b £ C ft £ ^ a 
^Atefif3T£C<!:#r#£o a-- f&V*-? • 

y ^--^> 3 >cc<fc^r^$ ft^r^v' 3 >&terr i^ni 
^Kf#un^t^Tft«. 7*p^A^6aia3ip, ffe 

[0 046] a— If «ovlaunchC G I A*»fiE 

Atel>< O^COSfi^^^SiSftSo ovlaun 
chCG I ^P^^A«, URL«rHtfT^/c*(D^(If± 
«<D^*^ • ^^^if • ^ ^> F-?<D^fiS<DJ:^3tc, -fe 
yf-^^Kauftt^ffecDSSJ^ffi^-rSo JS2K:, 

ovlaunch«, "«S3 ft/c"^^ F ytC*J^SHTM 

l f^^^> htc^^^^r^^^^s^K-r^o * 

3CC, ovlaunch«, -)x^ • -fer>3>AP 1 ^ffiffll* 
Z£5lCfelE2tlXi,>tj:i<>y *7 * r^y*"-5/a>«: 

T?Zs 3 >^:|28ft-r ^/cabCDUR L^r^^^l^-Tft 

« v cft«#K:«"C*S. cft«, fxm>^*7 TV 

yy— >3>cd^*— esgcc-r^, 
"-ji^^u^uo-fe+^y^^ccK-rsfiio, 

[0 04 7] @8tt, CG I ^a^Aovlaunch^rfiyB 
hX U R L &ft LX n-1f ^ ^> 3 >?rea(l"r ^>^* 
tf ^ -fe <fc o r SUSfS 3 ft £ S * ^ • 7? V If 

(cfeW-5^-lf!a9llT^'fe^«lfBi**T. 7-f;u*y> 
^3ftT^l^-^-^B*^ y ^ ^T^C itcj:^ 

$>^l>«. ovlaunchURLCCURL?l^*Sffift 
•T^C<f:{c<fcor^a:^- :/^1f3 0 0^g4L/C 
^L-1f«, ^>^+ • *)h >F«5 7 1 4^U7^^> 
3>«rS8br^C<!:^r-#^o W^O^«^*^'1f 
-^3 0 2(Ci^6ftC3 0 4. 8 1 6), mbtCG 

I T/n^5Aovlaunch#Hfr Sft^>(3 3 8 )« tr>3 
>3& i ??ST'5C<!: ; S:Ml^ ovlaunchte. ovsessio 
nngr«:M#'r'5C8 0 2)C<htC<fcor, I^3n/c7^ 
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rftpjsti'cc^^s^ttaE-r* cigars, ovsess 

ionmgrt*. *fe ? ^> 3 >*7JWI^B#fcov1aunchreq7 0 2 
*6>BW» LfcC7 0 8 IfWiltlMR** ♦ *f*Btt 
Ufcfk -ecD*S**ov1aunch3 0 8 5CiS"TC8 0 2 )„ ^ 
-1f^T^^a>lltf<DltR*^^tiri^tl«, ovla 
unchreq^^x^ • :/^$1f^H TML^-t?S:igLC3 
38, 3 04), ^<D5feH. gtt^n/cURLCCior 

cs i 2)e**sa»w«:ajsn*c3 0 4). 

[0 0 4 8] El 9 tt* CG I ^n^AovlaunchSrttffl 

^^1f3 0 0*ai/rURLCCii:^A^T^><!:, 
:/ • Uw*3 0 2li, ^Sn/tURLtCi^t^SS 
-nSCG I ^n«A8 1 0*fMfT£C8 1 2 ). @StJ 
3n/cURLOCGl7'ay.7Ail • -fe*5/a 

>C"lri§AP I £rffifflO~C\ ovsessionmgr3 1 6 iilft 
LT, •fe^^a>^#SET^Ci, *J<fcO\ BStStVC 

ovsessionrngr**, "fer>3 >flJ&t^B#CCovlaun 
chreq7 0 2*6^-1fffiSlt»«%aXSUr, 

£p 

[0 049] fg 2cpff£Ll^ffe3fag 
*^cD^2(Djf^l/t^llMBg§^^ i "C. a—VtDT 

* 1/ a > jB»*«?iJ * /c»S£t * * - If ««T * * * 

3S§gt3t0peratrion Set*j^LTJyTop-set£l*f^ 
T£>£. Sf^CD^CCii, t/XrAO'j^-h, ATM* 

>f ? *©ififth KDtfctBfc fosisd*** 

* £ 43 <fc *fiE#»lcfffl5H M" * C <b K <fc o T^S 

s^ou- -f x*j <£ 0*101 ^ * « e> -r #>ffiJB s n 5 * ^ 
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r?-^ • f*cz^ afe ttaoji^tta^oBwpfc 

10 «»#*BJfcffltel»'rS* * b 9-?Hft*0 % so 

ta 8 ^ 0 ft t *F'& 5 0 9t <D TS CC * - If * o 9 * > f * 

[005 1 ] *S»JK««C*5^^3.--!fa«IT^-b^«W 
fSB % t h • ^viJ- FttCDOpenViavT^ 1 ;^ 

-^ 3 >(C^tXi$n5Ci*l-C*5o rt— !f»SQp 
30 enViewT^U^-^a>^U^>T2>^ 3.-1f»» 
CO*»»«BC*5W* lO*yttt1ffiKCD^-1faf!l«:5l 
a— Iftt, 3L-lf3&iff!FPl*^6tl*:^-1f 

^©r^Tr*iW#stifci--tfia*i*J*^. 13 * 
-f>r*«p. 3L-if«, ff#snfc^-ifa«<?>tf^-fe 

^<tcota*>e>4*©<feo^asio^--if • -f>*?* 

GUISIlWJClti^. ;x-if#*rLC»«»*r£«fc 

sou i©j®ia«#^-if - ^>^^^-x«:^ti^o 

Biacc. ffi«6W^-"!fa«K:H"i"*T^-b^a»J«c** 
y^>6CttC»a|-^*^ F«3L— If • 

so aur**stitti». jl— tfcoffittw^-iffiaMtt- * 
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WKtB 0 &*s c t #~c# So 

[0 05 2] A-tf • ^>£:7*-;*^:foH:rS&ff*5<fc 

ft S T * -12 *«MfcKT4-C 4**C* sor, i-1f ** 
^<D*?^ x * > *©SfP*!Sf?-r * ^ i 

t^ci^HSl^K PJ^t t^x^FXW io 
SSM^Afcitf*:/^** hYCCSW Stiff B*a-1f 
4 C <h £l*§-r 2>7^"fe ##SE btfc, 

cnn a-if^y^x^hY«:*f-rsgiffA*^tf 

X«:*W4T*-S/H>A©i(9fS:.«*T4W?jar, A# 
fiMWta— !f©S«KWTS«ff -fe ? h©-*>'<r*9, 
x#*©r*fc*»M«:i»TS F-rf-f ><£M>^*c*S 20 

4t^7^-i2^«IiJcra3b%op-set/F^^> • ^7) 

MZ. a-tfa«l 0 0 0, flkff-fe* h 1 0 0 2*U:tf 
M-f>1 00 4«:3E*«. C©WCtt* a— !f3oe 
Smithfc<fctfSue Edwards 1 0 1 4 If SStNFSLAdni 

nistratorl 0 0 6<Dy>^r£>S 8 fifcfctt* l^ifc 
\*W®L<D*ZftS3L>7 V • F-rf-f > 1 0 l&CfcWS*:/^ 30 

x ^ h • -fe ^ r &c#-TS 1 o2fcl2tttt©8kff* ? f 1 
0 0 8CC4sWS»fiHz* r£llfrrSC4<D-C* ST* 
■fe*Si|iJl 0 2 4 % 1 026, 1 028, 1030£W 
TS n op-setti, Wittf, op-setNFS_Achrinl 0 1 6^ 
NFS1fw<8^K0 % NFIf-/^^ FUR 9 
teJ:Cfpiatt4^5»ff-fe^ HMttrJ:9Kje«3hT 
1>S» F-*-f>fe*fc* W^-tfdocjserVL F* 
8k doc_servl:/, doc_servi: /Pro-jDocs€:^t*J: 5 
*C, j£»3*rClr»S. fct, Doe Smiths 

-IfSillNFSJVctninistratortCP^^VLr, F-*-f> 40 

NF*-^BB*K0»fft*»fl/J:5&r*itf. 7*-fe 

[ 0 0 5 4 ] m 1 ltt, **?9©»2 ©Jff* 
So CCTO, a— !f 1 100, 1102, 1 1 04^ 

l^ttdttmko^-^r&mi 114, 11 6tc§aos 50 
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renr^sci 1 0 6, 1 1 0 8, 1 1 1 0, 111 

2). *3.-1ffiflB, lo*fcB*tt©7****Wr 
1118, 1 1 20, 1 1 22, 1 1 24Ttcfo-fc»ff 
•fe?M126, 1 1 2 8©F^ 1 1 3 0, 113 

Oo 

[0 0 5 5] a-lfatlr^'feXlllWB:, a— Wl.o 

a • ^r^-c^So *»l80»*'uc*IISfiJ&a8«:*5C» 

[005 6] *«|BO^-1faWT^-fe^1WfflI©iafiJg 
a-1f*iJ|?f"rSCi^"CirST^^3>*GU 

oT^SnSil^aL*>6aE4LrfB^SnA:^ 

5C(!:OTtS7^^3>^ , S6Sr7 a 
«CtKJ;ot7^^3>^t^/c^-'fSSI. 
T^-fe^W®*ffifllTSCifer*S. C<D*£, 

v^>l4sJ:c/v^>2±K:?¥SE*rS^^^>3± 

ccttsaEuai^— * • 7r-r;i/«:st"rsT^-t2x«i* 

^» 1 *?J:^v^>2±cD7 s -^ • 7 7^^7^-b 
^MWltttC^^, ^ne>«^L-if^BSC<i:^"C 

*s J: 5k:gu i cc^snr, t^bs, '«sa*c M i 

[0057] 6t±, Lt»HSSJB«€:SMCC 

HSS3tisc43&sr*s*(3S«sns's**c*s^. 

[005 8] *»I9CC», fflt LX^X<D^ *> QcHj&Bfi 

^^nSo 
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[0 05 9 ] (2)f£3£g#±iB 1 oS/cl«fi»On>f 
* - *§!#flX 0 WttEtBatftKlBf SET 2 <D7u>fv 

"C C T^TCD T £ -fe XttK^C o T $ tlX I fe 

coibr, ±E:x-tf • -fesr .K©tp03.-if«:j:-»r.Bi 

5±E7^^s>*7 * ;bdry>yT4*?"*:/±* * 20 

• ^^x-xox^V F£7 ^ jV£ y >^T£* 

f^^^t*. mriB(2)«:iaiS<D^ao 

[0 06 0] C4)g[^g#±f B loi/c n > fc* 30 

* - 0 RlttEt«i*«C»f SET S*3©^>/7 
A • n-F4JSec** % R»3CE>^ny^A • a-F** 

«»f^ojL— !f*#jHr*^*i?aer*^f ffi 
-tfasifcs-^ ±Ew#©^-iffci»*^w 

6 *l T c *S r ^T© 7 * -fe x ttRBK J: o X 5 tir c * 
*fc<Z>£l/T, ±Ei— If • -fe * hCD^CD^-lfCCcfco 
rffi6n^±SBn>f*-^ • *^3/** KD-fe? FCC 40 

£^tr. f]fB(l)tClBiSCD^So 
(5)±IB^-1f • -tv h<D*P<D3-~1?1Cj:r>XWLt>tl2> 

IfCCS^SnS lOtfcttj|»oy5 7-/^- !f 
f"9^*$tf. lulB(4){Clfi«g(D^go 50 
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[0061] (6)gs«a*s±iBi o*3ft»taa©3>tr 

* - RlttEttaflltfKiBffir 4*4 O^n ^ v 

o*fc«a»OJL-1ft991<D^ 1 o©ffi«&W:x-1f 
SSS tc I > X ±3Sffi **<D3- -If <h ±lB#r^£> 3 > fcT * - 

1 ^©rgs&w^^ifSfO^^Cir±fa^f^cD^--tf <t± 

l>SRFCC<D^±IB^r#CD=i>fx-^ • jrzTzs* >? FCC 

^T^T^-fe^, «BB* JJBBf^© ^.-if Ktt-^T * * 7* 
^^<b, £Stf, iuECDCCEttOSSa. 
[0 06 2 ] (7)_hiar^^3>(D^^<D^©*>©^ 
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